Educating via the internet: The challenge of identifying and curbing eLIES by Jamaludin, Zulikha









It is true indeed that we can learn form the Internet. The Quran (words of Allah), hadis (words 
of the prophet), dictionaries, tutorials, guitar lessons, and even step-by-step on DIY are 
available over the Internet. Just name it, there will be sites providing information on the matter. 
However, how does one know whether the information provided are fact or truth or correct? 
This is extremely crucial if decision made based on the information provided by the internet, in 
turn, give a serious or fatal impact to the user. A few religious sites have been found to contain 
eLies. Muslims has been the target of those eLies as proven by the development of more sites 
for false Quran and other Islamic-related information. This paper will target at solving the 
problem by answering these questions: What are those eLies? How to identify them? Can we 
curb them? Can we come out with a strategy to beat them (in terms of methods, guidelines, tips, 
and best practices)? This paper defines and categorise eLies, provide eleven ways of identifying 
them as well as an integrated strategy, tips and method to curb eLies. 
 



























Ever wonder who publishes websites? Ever question their authority? Ever doubt the 
trustworthiness of the so called ‘educational sites’ being published pervasively? Most of the 
time, users are fascinated by sophisticated design of the sites, its graphics, 3D illustrations, 
animated view of a certain complicated process and some intelligence feedback shown by the 
avatars.  
 
It is true that such multimedia elements are useful for education type of sites. Learners may 
visualize certain complicated process which may not be possible to be viewed with naked eyes. 
For example, education tools use 3D visualization to show the process of burning the surface of 
a compact disc using blue ray laser. No doubt that the multimedia elements if used wisely may 
enhance understanding and improve various aspects of teaching and learning (T&L). With 
virtual and augmented reality, more can be done to support T&L process. 
 
However those ‘embellishments’ can easily deviate users from their goal, leaving them 
enchanted by believing what they see as the truth. A webmaster may utilize certain multimedia 





Traditionally, printed resources have had gatekeepers - editors, proofreaders and fact checkers - 
to weed out mistakes, lies and inaccurate information. However, the Internet, in many cases, 
has no safety guards. As more sites and internet applications been introduced, not only users 
got lost in the load of information, they are also fooled with misinformation, i.e. the 
information that is neither valuable nor reliable.  
Misinformation combined with e-fraud and counterfeit creates a situation which can be referred 
as eLies (electronic lies). Another similar term for eLies is disinformation. According to Fetzer 
(2004), disinformation makes deliberate efforts to mislead, deceive, or confuse users in order to 
promote their personel, religious, or ideological objectives. In other words, the source has an 
agenda. The context diagram for eLies shown in Figure 1 consists of three components, the 
















The domain The agents The means 
Figure 1: A context diagram for eLies. 
eLies can appear on the Internet in many guises, including (1) hate sites to spread malicious 
misinformation; (2) sites selling bogus or false products such as cure for sinuses, HIV, and 
other widespread diseases; (3) personel opinion that is presented as fact—anybody just publish 
what they like and claim that it is true; and (4) spoof sites that purposely mislead users (Media 
Awareness Network--MNet, 2005). 
Inspite of the eLies, research shows that 57% students do homework online (MNet, 2005), and 
a large majority of teachers (80.85%) regarded the Internet as a valuable source of material 
(Madden, Ford, Miller, & Levy, 2005). Alarming indeed! 
Users have no choice but to wrestle with selection of useful resources. The struggle however, 
sometimes still ends up with bogus information. As such, this paper brings up an issue on 
looking for truth in the websites. Challenging in the sense that how can we recognize eLies and 
confidently said that this piece of information is true and that one is false (Mintz, 2002). The 
confidence is a must have quality, especially in the religious-related sites. Variation of truth 
may be acceptable for non-critical sites. But for sites like healthcare and religious domain, truth 
must be assured.  
 
INTERNET FOR RELIGIOUS TEACHING 
No doubt that education as well as T&L process received remarkable impacts with the 
introduction of the Internet and its rich services. Emails, websites, web applications, blogs and 
virtual social networking sites have become useful educational tools. The Quran (words of 
Allah), hadis (words of the prophet), dictionaries, tutorials, guitar lessons, and even step-by-
step DIY are available over the Internet. Some use Internet services as a complement to the 
traditional T&L process; some even trust it as a main method of T&L, replacing the traditional 
approach.  
 
Previously, teachers are concerned with pornography and chatrooms because students may 
meet undesirable people in chatrooms (Madden et al, 2003; Madden, Bates, White & Apthorpe, 
2004). Lately, teachers as well as the general public are more concerned with the reliability and 
trustworthiness of web sites (Madden, Ford, Miller & Levy, 2005; Tsygankov, 2004). Lots of 
efforts have been directed into studying the trustworthiness of a website, specifically in e-
commerce and internet banking domain. Regrettably, not much effort is seen in the domain of 
education.  
 
Thousands of websites and web applications are dedicated to religious T&L. For a Muslim, 
religious-related websites must be 100% accurate. All efforts must be attempted in order to 
ensure the reliability of the information provided. Disappointingly, recent studies suggest that 
eLies is on the rise and that the lack of awareness, and inappropriate, limited or absent 
countermeasures have only exacerbated the negative impact of eLies to the society 
(Malakedsuwan & Stevens, 2003). 
 
Figure 2 and Figure 3 show websites on Quran teaching. How can one tells if these websites 
are trustworthy or contain eLies? 
 
 
Figure 2: A website to teach Quran. Is it trustworthy?  (http://www.quranteaching.com/) 
 
 
Figure 3: A website to teach Quran online and offline. (http://www.teachingquran.com/) 
 
In fact, there are hundreds of Quran-related websites. Figure 4 is one of the portals that contain 
listing of at least 242 websites about Quran in various languages. The question is, are they free 
from eLies? How much confidence do we have on the reliability of these sites? How can we 
know for sure that the information provided to us is not a kind of disinformation?  
 
 




There is no one correct model of identifying eLies. The key to identify lies in users’ knowledge. 
A user must deepen his own knowledge and use the knowledge and previous experience when 
browsing Internet. The knowledge will help users determine for themselves whether or not 
something is true. Table 1 shows what knowledge to have and a few methods to acquire such 
knowledge.  
 
 What to identify? How to identify? Notes 
1. Strive to find out the 
gurus in a certain 
field (e.g. Islamic 
study). 
 Read a lot. 
 Experience with the gurus will 
help 
 Generate knowledge of 
the field. 
 Better confidence with 
the sites.  
2.  Is the site has misled 
us before? 
 Compare sites 
 Use search engine to check 
similar information 
 Experience with the sites will 
help 
Sites that mislead users once 
is likely to mislead again 




 Read a lot. 
 Compare own experience with 
the sites. 
 if don't know, depend on the 
sites you already trusted rather 
than the ones you don't 
We read the Quran and know 
for sure certain verses exist, 
yet the webmaster claims 
such verses do not exist – do 
not trust the site. 




not have proper themes. 
 Compare with established sites’ 
theme (colour, layout, overall 
appearance) 
money for image 
building. 
 Poor or con people 
rarely put effort on 
image.  
 People trust sites that 
look established. 
 
5. Do the sites give 
universal 
generalizations? 
 Be very skeptical when reading 
universal generalizations. 
 Check with search engine on the 
generalizations made. 
Most of the generalizations 
are false. 
 
6. Is the site contains 
words that mean the 
same sort of thing? 
 Skim the site if it has words 
like: all, none, only, never, 
always, completely  
 Always ask: is this true? Are 
there no exceptions?  
(And we know that there are 
exceptions, then the source is less 
trustworthy) 
 
 These words indicate a 
universal generalization 
 Sites that contain those 
words are less 
trustworthy. 
7. Check for data 
availability if 
statistics is provided.  
 
 
 Look for data. 
 Google the source of data. 
 Statement like "All surahs in 
the Quran begin with 
Bismillah." Must show data of 
actual surah that starts with 
Bismillah. 
 Search for the similarity in 
other sites. 
Statistics can be used to 
mislead. Even if there is data, 
statistics can still mislead. 
Thus must check again.  
8. Are there links or 
references to the 
source? 
  
 Go to the source to find out for 
yourself what the sources really 
said. 
 If cannot find the original 
source try searching for the 
same information. 
If no links or references to 
sources, don't believe it. 
Websites that don't offer links 
or references are less 
trustworthy. For credibility of 
the source – compare with 
item (1). 
9. Is the site seems 
desperate in 
reporting that 
something is true? 
 Check for repetition of strong 
words 
 Check for words that mean the 
same sort of things being 
repeated. 
 Such sites try to 
convince that something 
is true because they want 
users to see the world in 
a certain way.  
 For some, they believe 
that if we hear 
something over and 
over, we will start seeing 
the world that way they 
want. 
10. Always seek for 
motives in the 
websites.  
 Check if the objectives are 
clearly stated. 
 Check if there is mismatch in 
objectives and what is being 
reported in the sites.  
 If a site is sponsored by the 
government/organisations/comp
any, but they hide this 
sponsorship, then they are 
hiding their motives. 
 Sites that hide their 
motives are 
untrustworthy.  
 A website that tries to 
convince us to believe in 
one thing but actually 
talks about another thing 
is not trustworthy. 





 Check the authors’ religious 
background. 
 Compare articles provided 
with similar articles provided 
by trustworthy sites 
 
If an activist group is funded 
by the industry they are 
trying to change, then this 
group is untrustworthy. 
Table 1: Guides to identify eLies. (Adapted and improvise from Good, 2008). 
Most content on the web is trying to convince people that something is true. That is why it is on 
the web in the first place. Usually, what they want users to believe is not just some isolated fact, 
but rather a whole collection of facts and data. They want users to see the world in a certain 
way, their way. 
Search, check, and compare are veritably crucial in identifying eLies. Always go to the source 
because other people may have seen the same source and reported on it themselves. They may 
have described it differently. Users may never know exactly what was said, but if people on 





EFFORTS TO CURB eLIES 
 
For religious sites especially, eLies affects society. Which means on a larger scale it impacts 
individuals, businesses and governments. This is the major reason why eLies must be 
controlled. Users can keep on increasing their knowledge, but at the same time the con 
developers are also increasing their cheating skill. New approaches are being implemented 
everyday. These people are trying to convince users of something, but doing it in a sneaky way, 
so that users cannot make decision for themselves, trapped and influenced with eLies. 
In the context of Malaysia, at least there are two ways eLies can be contained, i.e. using the 
digital signature and get the Malaysian Islamic Development Department (Jabatan Kemajuan 
Islam Malaysia—JAKIM) to certified the religious sites.  
 
For the digital signature, the developer must obtain the signature from trusted Islamic 
organization such as Jabatan Perdana Menteri Malaysia, state religious department, and even 
JAKIM itself.  
 
For the JAKIM approval, there are two ways the ‘approved’ seal can be provided. One, the 
developer applied for the JAKIM approval and upon approval some kind of trustworthy seal 
can be provided. The other method, JAKIM itself takes effort to check the sites and provide its 
approval for trustworthiness. This approval can be listed in either JAKIM’s website or as a 
small approval together with JAKIM’s logo on the website just as with halal food.  
 
For the approval, the developer must comply with a certain requirements as stipulated by 
JAKIM just as with halal food. For the first approach where the developer applies for the 
approval the procedure should be as illustrated in the flowchart in Figure 5.  
begin
Application from authority JAKIM starts evaluate
Passed?










Figure 5: A process that can be used by JAKIM to provide approval seal for a religious T&L 
sites.    
 
The second approach, JAKIM plays a more proactive action by taking the initiative to check a 
site’s trustworthiness. The flowchart in Figure 6 can be a model. 
 
begin
JAKIM check influential 
religious T&L sites
Passed?














List in JAKIM sites as trustworthy
 
 
Figure 6: Another process that can be used by JAKIM to provide approval seal for a religious 
T&L sites.    
 
Although for approach in Figure 6 seems to put more effort on JAKIM, but this approach is 
useful for users. JAKIM is not just doing its social obligation, but prevent deception by listing 
the website as untrustworthy in JAKIM’s website. People will put more trust in JAKIM. It will 
surely become more credible in leading it’s way as a hub not just for halal food, but also for 




T&L via Internet is on the rise. Statistics showed that teachers and students prefer Internet as an 
alternative to traditional teaching. However, eLies in the T&L sites is also on the rise. eLies a 
kind of lie, done electronically via the websites. It is a result of misinformation coupled with e-
fraud and counterfeit. The overall context of eLies consists of three elements namely the 
domain, the agents and the electronic means. Users including teachers and students must equip 
themselves with certain knowledge on identifying eLies. This paper table down eleven items 
and methods to identify in a website to determine its trustworthiness. Two ways of curbing 
eLies are also proposed which include the involvement of the Prime Minister’s department, 
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